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White House Unveils Updated Strategy
for American Innovation

by Bob Bengel, NWIRC President/CEO

In October 2015,
the Obama Admin-
istration unveiled
an updated Strat-
egy for American
Innovation. The
strategy, first issued
in 2009, provides
an overview of the
Administration’s
efforts to ensure
America continues to lead as the world’s
most innovative economy, to develop the
industries of the future, and to harness
innovation to help address our nation’s
most important challenges.

The Strategy has three core components
that focus on:

1. The importance of investing in
research and development (R&D) and
the other building blocks of long-
term economic growth.

2. Strategic areas from advanced ve-
hicles to precision medicine where
focused effort can advance national
priorities and help create shared
prosperity.

3. New efforts to make the federal gov-
ernment more innovative to improve
performance and create a better
environment for innovation by the
private sector and civil society.

For an advanced economy such as the
United States, innovation is a wellspring
of economic growth as well a powerful
tool for addressing our most pressing
challenges as a nation - such as enabling
more Americans to lead longer, healthier
lives, and accelerating the transition to a
low-carbon economy. In fact, from 1948-
2012 over half of the total increase in
U.S. productivity growth, a key driver of
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economic growth, came from innovation
and technological change.

Because it supplies nearly three-quarters
of all U.S. private-sector research and
development, American manufacturing
is central to the Administration’s strategy
for innovation -- both to discoveries
being made today and the country’s
ability to drive productivity and job
growth in the future. The strategy
highlights several new areas of strategic
opportunity — including advanced
manufacturing -- where a more focused
public-private effort could advance
national priorities and help create shared
prosperity.

The Administration’s strategy is available
at: www.whitehouse.gov.

Global Fabrication
Gains Apprentice
Insights

Global Fabrication, Inc. of Dubois,

PA was looking to increase sales and
reduce operating costs by streamlining
engineering procedures and improving
production efficiency. The Northwest
Industrial Resource Center (NWIRC) helped
develop the framework for an apprentice
project that would support their existing
engineering staff to improve estimating,
scheduling, and manufacturing
operations.

NWIRC’s Advanced Manufacturing
Apprentice Program is positioned to
match university STEM students with
specific technology and innovation needs
at manufacturing companies in Northwest
Pennsylvania. NWIRC's Manufacturing
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Technology Engineer, Michael Griffith,
assisted Global with project scoping
and requirements gathering, including
needed student skillsets. He and
Gretchen Reinard, NWIRC Apprentice
Program Coordinator, identified
qualified candidates from their
apprentice student database to fulfill
the following activities:

«  Perform production time studies
to reduce costs and standardize
processes;

«  Gather and document production
efficiency best practices among
laborers, shop floor supervisors,
and plant engineers;

«  Apply best and standardized prac-
tices into a new ERP (enterprise
resource planning) module.

As a mechanical engineering senior at

Penn State Behrend, Emma McKee was

selected to focus on process improve-

ment projects at Global.“Emma was
able to quickly learn and understand
the complexities of welding to, in turn,
help us better understand our process
and offer insights into how we can do
(Continued on Page 2)
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Global Fabrication Apprentice (Continued from page 1)

things more efficiently,” said Luke Sicard, PE., Global's General
Manager of Technical Services. Sicard noted that McKee was
also able to adapt her experiences into a senior mechanical
engineering group project which Global Fabrication was
happy to sponsor.

“The hardest part of any job is defining problems,” McKee
said. “You really need to dig deep and completely understand
a process before you can start seeing areas for improvement.”
One of McKee's takeaways from the experience was to “be-
come familiar with all of the resources available at an
organization and don't be afraid to use them!.”

Griffith outlines a key benefit of the apprentice program as
filling a gap for manufacturer’s limited time and resources.
“We can scope the project and identify quality candidates
through our relationships with regional colleges and univer-
sities,” he said. He also cites the program having great benefit
for students because it connects them with manufacturers
that have real projects, and not just busy work. “For our pro-
gram, we require projects that are going to have a significant
and sustainable impact for their business.” he said.“Students
can see first-hand the satisfaction and impact achieved from
working with small- and medium-sized manufacturers.”

Upon completion of her apprentice hours, McKee presented a
thorough report which offered solutions for potential imple-
mentation. The company noted that the findings will increase
scheduling, tracking, and operating efficiency with
anticipated impact of $250K cost savings and potential
increase in sales of $2M.

Michael Griffith, NWIRC Manufacturing Technology Engineer (L), and
Gretchen Reinard, NWIRC Apprentice Program Coordinator (R), meet
with Emma McKee (C) to review her recent apprentice experience.

“We appreciate the services and support that NWIRC
provides to the region,” said Molly Kelsey, Global’s Chief
Financial Officer, “Their assistance with the apprentice
program has provided us a valuable candidate whose work
will allow us to grow our business, better manage our costs,
and improve our through-put. Their service allowed us to find
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a highly qualified candidate in a short amount of time.”

Global Fabrication manufactures vessels, piping, and, structural
welding for the power and petroleum industries. The company
was formed in 2004 and currently has 40 employees.

CYBERSECURITY SERIES
Part 5 of 5: Handling a Breach

by David J. Peck, CISSP, C|EH, EnCE
President, David J. Peck & Associates, LLC

“We have been hacked!” This is not something a chief
executive officer would ever want to hear from his/her
information technology staff. In addition, a consumer would
not want to hear the same words coming from a company in
which they entrust their sensitive information.

In recent news, there have been multiple breaches among
companies that consumers do business with on a daily
basis. Many questions arise as to how the company is deal-
ing with the cleanup, and if any further data loss is occur-
ring. But how do companies respond to a breach and how
do they prevent it from re-occurring?

As a result of an incident, it’s critical to follow an

established incident response procedure which follows spe-
cific steps. Each one of these steps are necessary to effec-
tively investigate an incident and resume normal business
operations.

Step 1- Preparation: You should have a well-trained team
ready to respond to any type of incident at a moment’s
notice. Your responders should have the ability to manage
various incidents such as power outages, hardware failures,
and malicious activity. Several key elements must be in
place to mitigate any problems that may cause an issue
while attempting to handle an incident.

+  Policies must be in place which provide guidance on
acceptable use, behavior, and the consequences associ-
ated with not adhering to the policy.

+ Avresponse plan and strategy should be created to
prioritize incidents based on the impact to the organi-
zation.

« A communication plan is necessary to contact key indi-
viduals during an incident.

«  Documentation is extremely critical so that you may
answer basic questions such as who, when, where,
why, and how. If the incident leads to a criminal inves-
tigation, the documentation could prove valuable as
evidence in the investigation.

(Continued on Page 3)
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riving Impact for Manufacturers.

Handling a Breach (Continued from page 2) NWIRC’s Newest G raduates
+  Thelncident Response Team should be made up of several

people of different experiences, so that they may handle
the various issues that may arise during an incident. §IR
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Step 2- Identification: This phase involves the

detection and determination of an event, where a deviation
from normal operations has occurred. Indicators may be in the
form of log files, error messages, intrusion detection systems
and firewall alerts, and other resources.

Step 3- Containment: The primary purpose of this phase is
to limit the amount of damage and prevent any other further
damage from happening. This may be as simple as removing
the network connection to the compromised system.

Step 4- Eradication: This phase of the incident response
process involves removing the threat from the system and
returning it to a normal state. For example, removing a virus
from an affected system would be considered eradication.

Step 5- Recovery: This involves bringing affected systems back
into the production environment. Special care must be taken to
ensure that additional damage will not occur through addition-

al monitoring. . . .
Lean Champion Certification
Step 6- Lessons Learned: This is the last and most critical

phase. The purpose is to complete any documentation which Front L-R: Cheryl Ferry, Time Machine / James Terrill, Corry Contract
focuses on the step-by-step remediation process. Lessons Back L-R: Scott Ruland, Targeted Pet Treats / Jason Johnson, Corry
learned can also be used as training for any future team Contract/Kevin Webb, Corry Manufacturing

Missing from Photo: Kevin Shaw, Whirley Drink-Works / Bruce Shreve,

members. Whirley Drink-Works / Instructor Craig Corsi, Vie Associates Inc.

Having handled many incidents as a response team leader, the
major shortcomings are:

«  Alack of personnel that are well trained to SIR
handle an incident <

Driving Impact for Manufacturers

. Alack of evidence available to conduct those
investigations

As with any preparation, training and testing for
various types of incidents is most important. Tabletop exercises
can assist in identifying deficiencies and readiness.

David Peck is a former Electronic Warfare Technician with the US Navy,
a retired PA State Trooper and a former CIA officer. In addition to being a
licensed private investigator in PA, David holds several leading
certifications in the field of Cybersecurity.

Cybersecurity 101 for

Manufacturers

NWIRC is bringing together all of the experts who contributed Su pply Chain Ma nagement
to our Cybersecurity Series for a forum on February 16, 2016
from 8:30am-10:00am in Erie, PA. Visit our website events
schedule for more details and to register.

(Front L-R) Cheryl Ferry, Time Machine; Jen Johnson, C&J Industries
(Back L-R) APICS Instructor Jack Martis; Katie Sturrock, Plttsburgh Glass
Works (PGW); Scott McClellan, Deist Industries, Inc; and Jason Hemmis,
Joy Cone Co. (Missing from photo: Jason Adams, US Steel)

(814)898-6893 | 5340 Fryling Road, Suite 202 Erie, PA | www.nwirc.org




» YOUR STRATEGIC BUSINESS ADVISORS

If you have questions, or would like to speak with someone from NWIRC about services, please
contact your Strategic Business Advisor:

Tom Weible
814.590.5202

Cameron, Clarion, Clearfield, Elk
Jefferson, McKean & Potter Counties

NORTH CENTRAL OFFICE
3 SOUTH BRADY ST, #205
DUBOIS, PA 15801

“iRC

Driving Impact for Manufacturers

5340 Fryling Road
Suite 202
Erie, PA 16510

NIST | Network
MEP | Affiliate

pennsylvania
DEPARTMENT OF COMMUNITY
& ECONOMIC DEVELOPMENT

» UPCOMING EVENTS

AS9100 Internal Audit
February 24-25

Location: Meadville
AS9100 is a widely adopted and
standardized quality manage-
ment system for the aerospace
industry. The course will provide
you with a detailed overview of
the AS 9100 (Rev C.) Require-
ments and prepare you to
conduct internal audits to
the AS 9100 standard.

Susan Hileman
814.572.2077

Crawford, Forest, Mercer &
Venango Counties

NORTHWEST OFFICE
764 BESSEMER ST, # 105
MEADVILLE, PA 16335

Ed Barthelmes
814.923.3084

Erie & Warren Counties

ERIE OFFICE
5340 FRYLING ROAD, # 202
ERIE, PA 16510
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1ISO9001:2015
Internal Audit

March 8-10

Location: St Marys

(Spring sessions also scheduled

for Erie and Meadlville)
The revised ISO 9001:2015
was recently published, so this
course will provide a detailed
review of the quality standard
and all the changes. Participants
will learn how to conduct an
audit, write the audit report,
take corrective actions, and
more.

HACCP Certification
March 22-23

Location: Erie
Geared for food manufacturers,
this course will prepare a Safe
Quality Food (SQF) practitioner
with an understanding of the
SQF Code and provide detail
to implement and maintain
an SQF System. Participants
will earn the NSF International
Certification.

Lean Six Sigma
Green Belt

March 29-May 20
Location: St Marys

The program will include

10 sessions spanning over

3 months. Apply lean tools

and the DMAIC methodology

(define, measure, analyze,

improve, control) to improve

your bottom-line. You will

receive coaching specific to the

process improvement project

you bring to the course.

For more information or to register for training, visit www.nwirc.org




