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The Nuts and Bolts - of BOLT

By Bob Zaruta, President/CEO, NWIRC

Manufacturing is one of many industries
that continues to make heavy use of nuts
and bolts for good reasons - strength
and longevity. Despite growing times

of uncertainty, changes in pop culture
and lingo, when referring to the practical
facts and reasons
about a particular
thing, the phrase
‘nuts and bolts’
continues to live
strongly in our
vocabulary for
good reasons - it
makes sense and
simplifies things.

Bob Zaruta
President/CEO, NWIRC

Let me introduce
you to a new thing here at NWIRC — BOLT
- Blended Online Learning Tool. We are
so excited to bring this new tool to our
manufacturing
community and
clients. We believe
this new tool will be
well-received and
heavily used for a
long time to come.
Our confidence is
based on the nuts
and bolts of BOLT.

Clearly, the appetite
for employee training
in manufacturing is strong and expected to
grow given market pressures for companies
to remain competitive and to excel at
attracting, developing, and retaining
talent. While employees are hungry for
more training and employers want to serve
it up, the real world of customer demand,
scheduling, production, unexpected issues,
and the list goes on, can get in the way of
even the best diet plans and intentions.

BOLT is designed to address the unique
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challenges of training in today’s busy and
demanding manufacturing environment.
As an online learning platform providing
on-demand training available any time any
day, BOLT offers convenience and flexibility.
Bolt enables your employees to gain access
to an array of training and the ability to
start, pause, and restart their learning to
best meet their personal and workplace
needs. And, without always having to give
up valuable time for travel to a public
training session.

Now, there is no substitute for in person
instructor-led training in my mind.

The NWIRC staff of Lisa Pustelak, Molly
Reichard, and Shane Cantrell deliver
outstanding training in a compelling
way and our manufacturing clients
strongly agree. That said, blended
learning can be the best of both

worlds. Just like that perfectly paired
appetizer or wine and the entrée, online
learning as a
prerequisite
that
complements
in-person,
instructor-
led training
has proven
to dish out

a great
experience
along with

a making the in-person learning even
more productive.

NWIRC is curating content for BOLT that
will enable and energize your workforce
to: boost productivity, quality, and
continuous improvement; improve
compliance with safety regulations and
industry standards; upskill for readiness
in new; develop and grow individually
and as a team; and to become better
leaders. Most of the courses include

Energize Your Workforce
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Gemba Best Practices for
Manufacturing Excellence

10 lessons with common themes, such
as Basics of Manufacturing, Lean
Kick-Start, Quality Overview, and
Basics of CNC - to name a few.

Check out BOLT
now to increase
productivity and
efficiencies, reduce
training costs, and
improve employee
engagement

while energizing your workforce and
improving employee satisfaction and
retention. Also, know that it’s only
just begun. You can expect to see an
expanding menu of content to choose
from, including blended learning
paired perfectly with in person
training. It makes sense and it works!
That's the nuts and bolts of it!

Gemba Best

Practices

By Shane Cantrell, NWIRC

Operational Excellence Specialist
Gemba is a Japanese term that refers
to: “the real place” or “the actual place”
or “where the work is done.” The
concept of gemba relates to lean
manufacturing, continuous
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improvement (Cl), and kaizen. It emphasizes direct
observation to identify opportunities for improvement,
solve problems, and make informed decisions. At its core,
it involves managers or leaders observing operations,
engaging employees, and gaining insights into how work
is performed. Most importantly, gemba fosters a culture of
transparency, collaboration, and learning.

Observing work as it
happens is the focus
of Gemba. Let’s delve
into how effective
observation can drive
significant change.
Gemba walks are the
bedrock of continuous
improvement, provid-
ing leaders with direct
insights into the actual work processes. To

maximize the effectiveness of your Gemba walks, here are
the key elements to focus on: safety, processes, people,
tools/equipment, materials, environment, communication,
quality control, and performance metrics.

Recent Gemba Walk at Switch-N-Go®

Safety: It's critical to observe safety protocols to confirm
all safety procedures are being followed. Look for poten-
tial hazards and ensure employees are using appropriate
personal protective equipment (PPE). PPE could include
protective clothing, helmets, goggles, or other equipment
that protects the wearer’s body from injury or infection.
Be sure to engage with employees by asking about their
safety concerns and suggestions for improvements.

Processes: Has Standard Work been implemented for the
process being observed? If so, check to see if the standard
operating procedures are being followed. Identify any
deviations and understand the reasons behind them. How
is the workflow efficiency for the area of focus? Observe
the flow of work to identify bottlenecks, redundancies, and
inefficiencies.

People: Observe engagement levels in the Gemba. Assess
the engagement and morale of employees. Are they
motivated and enthusiastic about their work? If not, why
not? Evaluate skill utilization for the process being
observed. Ensure employees are appropriately trained and
their skills are utilized effectively.

Tools and Equipment: How is the area doing on condition
and maintenance of their tools and equipment? Check the
condition of tools and equipment. Are they well-maintained
and functioning properly? What about tool and equipment
availability? Confirm that the necessary tools and
equipment are readily available for employees when
needed.
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Materials: How is the quality and availability of materials?
Assess the quality of materials being used and their avail-
ability. Are there issues with material shortages or defects?
Observe how materials are handled and stored to identify
potential areas for improvement.

Environment: Audit the organization of the workspace. Is
it clean, organized, and conducive to productivity? How

is the area doing with sustaining a strong discipline of 55?
Observe the ergonomics of the workstations to ensure they
support employee health and efficiency.

Communication: Assess how information is communicated
across the team and departments. Are there clear channels
and regular updates? Ensure there are mechanisms for em-
ployees to provide feedback and confirm that this feedback
is acted upon.

Quality Control:

Verify that quality standards are being met consistently
throughout the process. Observe how quality inspections
are conducted and ensure they are thorough and regular.

Performance Metrics:

Look for visual management tools such as dashboards or
boards displaying key performance indicators (KPIs) in re-
al-time. Ensure that there is a system in place to track prog-
ress towards goals and identify areas needing attention.

Encourage dialogue by asking open-ended questions

such as “What challenges are you facing?” or “How can we
improve this process?” Pay close attention to the responses
and show that you value their input. This fosters a culture of
trust and continuous improvement. Use checklists, notes,
or digital tools to document your observations. This helps

in identifying trends and areas for improvement. Develop
an action plan based on your findings and ensure that
follow-up actions are taken promptly.

By focusing on these key elements, your Gemba walks will
be more structured, insightful, and productive, leading to
meaningful improvements in your organization.

Side Note: Shane Cantrell provides onsite Gemba Training
opportunities to help facilitate more effective engagements
with employees where the work happens. Contact NWIRC if
you would like to find out more.

Defense in Depth
Cybersecurity

By Matthew Coppola, President, Coppola Enterprises, Inc.
and Mike Kasprzak, Strategic Account Executive, Cyberleaf

In the contemporary digital landscape, organizations of all
sizes must prioritize cybersecurity to protect their
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operations, data, and reputation. While this is unique to your
organization, the overall goal should be the adoption of an
advanced cybersecurity solution that
can accommodate the unique
challenges and threats faced today.
This article presents the rationale
behind investing in such a solution
and the advantages it can bring.
‘Defense in Depth’is a comprehensive
strategy designed to protect
information systems by using multiple
security measures across various layers. This approach ensures
that if one layer fails, others will still be in place to provide
protection. Below is an overview of the key components of
Defense in Depth Cybersecurity:

1. Physical Security

Facility Access Controls: Secure access to buildings and data
centers.

Hardware Security: Physical protection of technology assets.

2. Network Security

Firewalls: Hardware or software that monitor and control
incoming and outgoing network traffic.

Virtual Private Networks (VPNs): Secure connections over the
internet to ensure data privacy and integrity.

3. Endpoint Security

Antivirus/Antimalware: Software to detect, prevent, and
remove malicious software.

Endpoint Detection and Response (EDR): Tools that provide
continuous monitoring and response to advanced threats on
endpoints.

Remote Monitoring and Management (RMM): allows proactive
monitoring and management of IT systems, networks, and
endpoints.

4. Application Security

Secure Software Development Lifecycle: Implement security at
every phase of software development.

Application Firewalls: Protect web applications by filtering and
monitoring traffic between applications and the internet.

5. Data Security/Backup

Encryption: Encoding data to protect its confidentiality.
Cloud Back-Up: Streamlined, cloud-first backup and disaster
recovery for workstations and servers including full image
recovery and virtualization.

6. Identity and Access Management (IAM)
Multi-Factor Authentication (MFA): Requires more than one
form of verification to access systems.

Single Sign-On (SSO): Allows users to log in with a single ID and

password to access multiple systems.

7. Operational Security
Incident Response Planning: Procedures to detect, respond to,
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and recover from security incidents.

Security Information and Event Management (SIEM): Tools
that provide real-time analysis of security alerts generated by
network hardware and applications.

8. Policy and Awareness

Security Policies: Formalized rules and standards that dictate
how data and information systems are to be protected.
Training and Awareness Programs: Educating employees about
security best practices and how to recognize potential threats.

9. Monitoring and Logging

Continuous Monitoring: Keeping an ongoing watch on systems
and networks.

Log Management: Collecting, storing, and analyzing logs from
various systems.

Benefits of a Layered Approach

1. Redundancy: Multiple layers ensure that the failure of one
control does not compromise overall security.

2. Comprehensive Coverage: Different layers address different
types of threats.

3. Increased Detection and Response: Multiple points of
monitoring and control enhance the ability to detect and
respond to threats quickly.

4. Deterrence: A robust defense system can discourage would-
be attackers from attempting to breach your network

5. Flexibility: The Defense in Depth strategy can be adapted to
fit the evolving landscape of threats and technologies.

To implement a Defense in Depth strategy, an organization
must first conduct a thorough risk assessment to identify
potential threats and vulnerabilities. Based on this analysis,
security measures can then be prioritized and layered
throughout an environment. An effective strategy involves
technology, processes AND people. This strategy provides a
robust framework to protect against a wide range of threats
by implementing multiple, complementary security measures
at various levels of the IT infrastructure. If done effectively the
layered security measures should focus on potential risk and
should be scaled to the size and complexity of the business.
Itis not a cost of doing business but rather part of the strategy
for doing business.

Side Note: Join us for a no-cost webinar, Cybersecurity and
Cyber Insurance, on July 17 from 12:00pm-1:00pm to learn
about cyber risk management controls, cyber insurance terms,
and more - register at nwirc.org/events.

Build a culture of continuous imrpovement
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New cohort forming now. Kick-Off is August 13th!
Details at nwirc.org/lean-together
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» YOUR STRATEGIC BUSINESS ADVISORS

If you have questions, or would like to speak with the team at NWIRC about services, please contact
one of our Strategic Business Advisors (SBA) covering 13 counties of northwest and north central PA:

Tom Weible
814.590.5202

1 COLLEGE PLACE
Building Swift 256

DuBOIS, PA 15801
tweible@nwirc.org
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» UPCOMING EVENTS

ISO 9001 Internal Auditor
July 17-19: St Marys

This 3-day, in-person course
provides a detailed review

of the 1ISO 9001:2015 quality
standard. Participants will

learn how to conduct an

audit, write the audit report, take
corrective actions, and more.

Automation Happy Hour
July 18: Erie
Aug 14: Clearfield

NWIRC'’s Operational Excellence
Specialist, Shane Cantrell, will
lead the discussion and share

automation case studies, tools for

evaluating return on investment
(ROI), and grant funding
opportunities. Join us for an
evening of networking, snacks,
and insightful discussions

Lisa Dach
724.931.0728

HERMITAGE, PA
Idach@nwirc.org

Andrew Idzik
814.217.6068

8425 PEACH STREET
ERIE, PA 16509

aidzik@nwirc.org

Embracing Neurodiversity
in the Workplace

July 22: Zoom

Equip your organization with
tools to foster an environment
where every individual’s
potential is valued - from
interviewing and onboarding
to mentoring and managing
uniquely-abled talent. Learn to
embrace neurodiversity

and witness the positive
transformation it brings to your
workplace.
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Creating a Culture of
Accountability

July 24: Corry

When those at your company
aren’t held accountable to the
same expectations, morale

can take a significant

hit. Learn the language

of accountability (it should be
positive not negative!), and how
to set expectations S.M.A.R.T.E.R.
Participants receive the book,
Winning with Accountability, by
Henry J. Evans for additional
learning and application.

For more information or to register for training, visit www.nwirc.org




